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Healthier networks

NHS networks carry critical patient data and other vital services so they have to be
up and running 24x7. And that makes installing or upgrading existing infrastructure
a tricky challenge for network engineers

Hospitals benefit from IP
CCTV surveillance network

IF CCTV specialist distributor
Controlware has supplied an advanced
CCTV surveillance system to Ashford
and 5t Peter’s Hospital. Working in
partnership with installers Central
Security Systems and Runnymede
Borough Council (RBC), the new CCTV
recording system is an extension of the
municipal CCTV network that monitors
video from more than 200 cameras.

In 2008, RBC moved to a 24 hour
control centre {shown below] which was
purpose-built to help increase public
safety, CCTV systems were upgraded
across the borough to take advantage of
digital transmission, management,
recording and all the benefits that IP
based surveillance systems can bring.
The control centre provides central
operations for intruder and fire alarms,
lone worker security, disaster recovery
services, and CCTV surveillance
systems, and the network now includes
Ashford and St Peter’s Hospital.

RBC’s infrastructure includes a
mixture of both analogue and IP
cameras with numerous sites linked over
broadband. The hospital is connected
over Ethernet via a high capacity fibre
backbone that consists of four fibre
pairs connected back to the central
control centre. Previously, CCTV
footage from the hospital cameras was
recorded onto video tapes which needed
0 be constantly changed in order to
keep the system recording. Today, the
recording process is wholly digital. This
rules out the possibility of losing
footage through human error, and also
means that problems such as tapes
running out or not being swapped over
in time are a thing of the past.

Working closely with installation
pariners, Central Security Systems
codecs were installed to cost-efficiently
encode video from more than 64
analogue cameras situated around the
hospital's sites. The video is digitally
recorded locally but there is also a
connection to the control centre so that
operators and police can review archived
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® Bosch VideoJet 16 channel encoders

@ 16 bay iSCSI RAID (local storage)

@ Bosh Archive Player

@ Nt managed fibre service - enables
video to be monitored by the
Runnymede control room

video from any of the cameras installed
at Ashford and St Peter’s.

The new solution makes operation and
maintenance much easier. Ashford and
St Peter’s has been able to save costs by
retaining, instead of replacing, its
existing 64 analogue cameras which now
use 16-channel digital codecs. Access to
archive video is said to be faster, more
secure, and it is also easier to search for
specific incidents, Support for expansion
of storage capacity is also assured as
new cameras are added to the network
and the hospital’s recording requirements
evolve in the future. .

Using new data centre
technologies for cost and
carbon reduction

The James Paget University Hospitals
NHS Foundation Trust provides acute
hospital services for the Great
Yarmouth, Lowestoft and Waveney
areas. When the trust began the process
of consolidating all its data services and
communications technology into
purpose-built data centre facilities, it set
itself and its partner NextiraOne strict
targets in terms of carbon reduction and
operating cost efficiencies.

In 2009, work began on phase two of
the consolidation process. James Paget
and NextiraOne worked together on a
second data centre which would feature
energy efficiency, low power
consumption, and a network infrastructure
that delivers the resilience and reliability
needed for critical applications.

To help reduce carbon, NextiraOne has
used in-row cooling in a self-contained
rack system {pictured), free cooling air
conditioning, and an electrical solution
based around the provision of UPS with
generator backup. The power consumption
profile of the free cooling air conditioning
is expected to provide a payback within
just two years of installation, while the
UPS solution is expected to achieve a 25
per cent reduction in energy costs.

The new network has enabled the trust
to migrate to a virtualised environment
based on blade servers with services
deployed across both its data centres to
eliminate any single point of failure. It
supports storage area networking and
server virtualisation which underpins the
trust’s growing range of administrative
functions, clinical applications and
admission-critical systems for A&E and
theatre. These include the PACS digital X-
ray system and links to the National
Patient’s Records System,

Downtime not an option

Serving more than 350,000 people
living in and around the towns of
Chelmsford, Maldon and Witham, Mid
Essex Hospital Services NHS Trust

THE KIT LIST

I '

® APC Hot Aisle Racks

@® Bori Universal Power Supplies

@® Cisco Nexus 5000 and 2000 switches
@® Cisco 3750 PoE

(MEHT) employs over 3,000 staff at
two hospital sites in Chelmsford and
four others in the mid Essex arca. After
years of insufficient investment, the
decision was made to undertake a full
review of the operational stability of
the trust’s IT infrastructure. The
ultimate aim was to upgrade the
network to provide a resilient and
stable solution capable of servicing the
trust’s unique critical needs.

Previously, an NHS shared service
organisation had been established to
provide centralised IT services to the
NHS in Essex. Due to an inherent lack
of overall management and
accountability, the network service had
become inconsistent and was performing
poorly. The shared service model was
hampering performance, with too many
parties involved in decision making.

In 2009, Networks First and its partner
Swiftpath were appointed to prepare the
site to receive new clinical systems.
Beginning with the server room, the
team carried out an assessment of the
operational resilience and stability of
MEHT’s IT infrastructure (pictured). The
project was complex because of the fact
that the existing network architecture



was running live clinical systems, which
meant that the new technology had to be
implemented without disrupting critical
services. The project was based on a
rapid deployment model to minimise
disturbance, and this resulted in the
delivery of a large amount of work
within a short time period. A plan was
developed with three-, six- and twelve-
month goals. Networks First and
Swiftpath constructed a network
environment based on a high
performance and self-repairing core,
which is part of the team's strategy to
avoid single points of failure. This in
turn has provided a much more stable IT
environment, and thanks to built-in
redundancy and resilience the trust’s
critical systems will remain functional
even in the event of a local fault.
MEHT is adding Wi-Fi capability
which will support site-wide RFiD,
allowing the tracking of critical assets
and the implementation of an effective
infection control strategy. MEHT will
also integrate core IT infrastructure and
deploying clinical systems on top of this.
Patient management applications are in
development, allowing doctors to
securely log in from home using web
tools to access patients” medical records.
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@ Enterasys C3 gigabit Ethemet edge
switches. These provide PoE allowing
IP phones and wireless access points

@ Spectrum Enterprise Manager
software to monitor the entire campus



